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Online e-Safety Policy  

 Creating an Online Safety Ethos 

In today’s society, children, young people and adults interact with technologies such as mobile 

phones, tablets, games consoles and the Internet on a daily basis and experience a wide range of 

opportunities, attitudes and situations. The exchange of ideas, social interaction and learning 

opportunities involved are greatly beneficial to all, but can occasionally place children, young people 

and adults in danger.  

Castleside Primary School believes that online safety is an essential element of safeguarding children 

and adults in the digital world, when using technology such as computers, tablets, mobile phones or 

games consoles.  

 

       • Castleside Primary School identifies that the internet and information 

communication   technologies are an important part of everyday life, so children must be 

supported to be able to learn how to develop strategies to manage and respond to risk and 

be empowered to build  resilience online. 

 Castleside Primary School has a duty to provide the community with quality Internet 

access to raise education standards, promote achievement, support professional 

work of staff and enhance management functions.  

• Castleside Primary School identifies that there is a clear duty to ensure that all 

children and staff  are protected from potential harm online. 

 

 The purpose of Castleside Primary School online safety policy is to: 

 

o Clearly identify the key principles expected of all members of the community with 

regards to the safe and responsible use technology to ensure that Castleside Primary 

School is a safe and secure environment.  

o Safeguard and protect all members of Castleside Primary School community online. 

o Raise awareness with all members of Castleside Primary School community 

regarding the potential risks as well as benefits of technology. 

o To enable all staff to work safely and responsibly, to role model positive behaviour 

online and be aware of the need to manage their own standards and practice when 

using technology.  

o Identify clear procedures to use when responding to online safety concerns that are 

known by all members of the community. 

 

 This policy applies to all staff including the governing body, teachers, support staff, 

external contractors , visitors, volunteers and other individuals who work for or 

provide services on behalf of the school (collectively referred to as ‘staff‘ in this 

policy) as well as children and parents/carers. 

 This policy applies to all access to the internet and use of information 

communication devices, including personal devices, or where children, staff or other 



individuals have been provided with school issued devices for use off-site, such as a 

work laptops, tablets or mobile phones.  

 This policy must be read in conjunction with other relevant school policies including 

(but not limited to) safeguarding and child protection, anti-bullying, behaviour, data 

security, image use, Acceptable Use Policies, confidentiality, screening, searching 

and confiscation and relevant curriculum policies including computing, Personal 

Social and Health Education (PSHE), Citizenship and Sex and Relationships Education 

(SRE).  

 

 Writing and reviewing the online safety policy 

The headteacher  and Governing body have a legal responsibility to safeguard children and staff and 

this will include online activity. 

The Designated Safeguarding Lead (DSL) is Mrs A Spence  

The Online Safety Lead (If not the DSL) is Mrs D Franklin 

The Online safety lead for the Governing Body is Mrs J Robson 

Policy approved by Head Teacher: Mrs A Spence    Date: December 2016 

Policy approved by Governing Body: Mrs J Robson  (Chair of Governors) Date: December 2016 

The date for the next policy review is December 2017  

 Castleside Primary School online safety policy has been written by the school, involving staff, 

pupils and parents/carers, building on the Durham County Council (DCC) online safety policy 

template, with specialist advice and input as required. 

 The policy has been approved and agreed by the Leadership Team and Governing Body. 

 The school has appointed Mrs D Franklin, as the online safety lead.  

 The school has appointed Mrs J Robson as the member of the Governing Body to take lead 

responsibility for online safety. 

 The online safety Policy and its implementation will be reviewed by the school/setting at 

least biannually or sooner if required. 

 

Key responsibilities of the school/setting management team 

The management or leadership team (including the Governing body) within a school or setting have 

statutory responsibilities for child protection, of which online safety is an essential element. 'Keeping 

children safe in education' 2016 ( implemented in September 2016) highlights a range of specific 

statutory responsibilities for schools and colleges regarding online safety which governing bodies 

and proprietors need to be aware of within part two: the management of safeguarding.  



 Developing, owning and promoting the online safety vision and culture to all 

stakeholders, in line with national and local recommendations with appropriate support 

and consultation throughout the school community. 

 Ensuring that online safety is viewed by the whole community as a safeguarding issue 

and proactively developing a robust online safety culture. 

 Supporting the Designated Safeguarding Lead (DSL) and / or the Online Safeguarding 

Lead by ensuring they have sufficient time and resources to fulfil their online safety role 

and responsibilities. 

 Ensuring there are appropriate and up-to-date policies and procedures regarding online 

safety including an Acceptable Use Policy which covers appropriate professional conduct 

and use of technology.  

 To ensure that suitable and appropriate filtering and monitoring systems are in place to 

protect children from inappropriate content which meet the needs of the school 

community whilst ensuring children have access to required educational material.  

 To work with and support technical staff in monitoring the safety and security of 

school/setting systems and networks and to ensure that the school/setting network 

system is actively monitored.  

 Ensuring all members of staff receive regular, up-to-date and appropriate training 

regarding online safety roles and responsibilities and provide guidance regarding safe 

appropriate communications.  

 Ensuring that online safety is embedded within a progressive whole school/setting 

curriculum which enables all pupils to develop an age-appropriate understanding of 

online safety and the associated risks and safe behaviours.  

 To be aware of any online safety incidents and ensure that external agencies and 

support are liaised with as appropriate. 

 Receiving and regularly reviewing online safeguarding records and using them to inform 

and shape future practice. 

 Ensuring there are robust reporting channels for the school/setting community to access 

regarding online safety concerns, including internal, local and national support.  

 Ensure that appropriate risk assessments are undertaken regarding the safe use of 

technology, including ensuring the safe and responsible use of devices. 

 To ensure a member of the Governing Body is identified with a lead responsibility for 

supporting online safety. 

 

 

 Key responsibilities of the Designated Safeguarding Lead (DSL) / 

Online safety lead 

All Schools and settings are encouraged to appoint an online safety lead, who is responsible for 

coordinating the whole school/setting online safety approaches, supporting and raising awareness 

with the wider community, promoting a safe and responsible online safety culture and acting as the 

lead for dealing with online safety issues that arise. The online safety lead must have appropriate 

training, support and authority to carry out the role.    



 It is the role of the DSL to keep appropriate child protection and safeguarding records.  

The Designated Safeguarding Lead (DSL) must always be made aware of and involved with any child 

protection disclosures or incidents. The DSL must be aware of and involved in all staff online safety 

training to enable them to keep up-to-date records. The DSL must also be involved in online safety 

policy development.  Staff with appropriate skills, interest and expertise regarding online safety 

should be encouraged to help support the DSL and any deputies as appropriate, for example when 

developing curriculum approaches or making technical decisions. However schools and settings must 

be clear that ultimate responsibility for online safety sits with the Designated Safeguarding Lead.  

 Working closely with the DSL to help ensure that all safeguarding incidents either online 

or otherwise are dealt with following the schools safeguarding procedures. 

 Acting as a named point of contact on all online safeguarding issues and liaising with 

other members of staff and other agencies as appropriate. 

 Keeping up-to-date with current research, legislation and trends regarding online safety.  

 Coordinating participation in local and national events to promote positive online 

behaviour, e.g. Safer Internet Day. 

 Ensuring that online safety is promoted to parents and carers and the wider community 

through a variety of channels and approaches.  

 Work with the school/setting lead for data protection and data security to ensure that 

practice is in line with current legislation. 

 Maintaining a record of online safety concerns/incidents and actions taken as part of the 

schools safeguarding recording structures and mechanisms 

 Monitor the school/settings online safety incidents to identify gaps/trends and use this 

data to update the school/settings education response to reflect need 

 To report to the school management team, Governing Body and other agencies as 

appropriate, on online safety concerns and local data/figures. 

 Liaising with the local authority and other local and national bodies, as appropriate.  

 Working with the school/setting leadership and management to review and update the 

online safety policies, Acceptable Use Policies (AUPs) and other related policies on a 

regular basis (at least annually) with stakeholder input. 

 Ensuring that online safety is integrated with other appropriate school policies and 

procedures.  

 Leading an online safety team/group  

 Meet regularly with the governor/board/committee member with a lead responsibility 

for online safety.  

 

 

Key responsibilities of staff  

All members of staff play an essential role in creating a safe culture within settings, both on and 

offline. All members of staff should seek to promote safe and responsible online conduct with and 

by children as part of the curriculum and as part of their safeguarding responsibilities.   

The key responsibilities for all members of staff are: 



 Contributing to the development of online safety policies. 

 Reading the school Acceptable Use Policies (AUPs) and adhering to them. 

 Taking responsibility for the security of school/setting systems and data. 

 Having an awareness of a range of different online safety issues and how they may 

relate to the children in their care. 

 Modelling good practice when using new and emerging technologies  

 Embedding online safety education in curriculum delivery wherever possible. 

 Identifying individuals of concern and taking appropriate action by following school 

safeguarding policies and procedures. 

 Knowing when and how to escalate online safety issues, internally and externally. 

 Being able to signpost to appropriate support available for online safety issues, 

internally and externally. 

 Maintaining a professional level of conduct in their personal use of technology, both on 

and off site. 

 Demonstrating an emphasis on positive learning opportunities. 

 Taking personal responsibility for professional development in this area. 

Additional responsibilities for staff managing the technical 

environment 

Members of staff who are responsible for managing the school/setting technical environment have 

an essential role to play in establishing and maintaining a safe online environment and culture within 

establishments. 

 Mrs D Franklin will be responsible for managing any external technical service provider  to 

help ensure that the technical environment within the school is both safe and secure. 

 Providing a safe and secure technical infrastructure which support safe online practices 

while ensuring that learning opportunities are still maximised. 

 Taking responsibility for the implementation of safe security of systems and data in 

partnership with the leadership and management team. 

 Ensuring that the technician applies and updates sufficient filtering on a regular basis 

and that responsibility for its implementation is shared with the DSL. 

 Report any breaches or concerns to the DSL and leadership team and together ensure 

that they are recorded and appropriate action is taken as advised. 

 Report any breaches and liaising with the local authority (or other local or national 

bodies) as appropriate on technical infrastructure issues. 

 Providing technical support and perspective to the DSL and leadership team, especially 

in the development and implementation of appropriate online safety policies and 

procedures. 

 

Key responsibilities of children and young people  

The essential role and responsibilities for children and young people themselves in relation to their 

own online safety should not be underestimated. Children should be encouraged and empowered to 



develop safe and responsible online behaviours over time which will enable them to manage and 

respond to online risks as they occur.   

Children and young people should form an important part of policy development, especially with 

regards to safeguarding, as if children feel that their views have been heard (and in turn can 

therefore understand some of the issues affecting the decisions) then settings may find that they are 

more inclined to abide by them. 

Children and young people are also more likely to be aware of new developments within technology 

and may be able to provide schools and settings with an excellent way of keeping up-to-date with 

the rapidly changing pace of development, especially within social media and the associated apps 

and games.  

 Reading the school/setting Acceptable Use Policies (AUPs) and adhering to them. 

 Respecting the feelings and rights of others both on and offline. 

 Seeking help from a trusted adult if things go wrong, and supporting others that may be 

experiencing online safety issues. 

 

At a level that is appropriate to their individual age, ability and vulnerabilities: 

 Taking responsibility for keeping themselves and others safe online.  

 Taking responsibility for their own awareness and learning in relation to the opportunities 

and risks posed by new and emerging technologies.  

 Assessing the personal risks of using any particular technology, and behaving safely and 

responsibly to limit those risks.  

 

 Key responsibilities of parents and carers  

Parents /carers play a crucial role in developing children’s safe and responsible online behaviours, 

especially where a majority of children’s access will be taking place when they are not on the 

school/setting site. Schools and settings have a clear responsibility to work in partnership with 

families to raise awareness of online safety issues. Through this approach, parents/carers can help 

schools/settings to reinforce online safety messages and promote and encourage safe online 

behaviours wherever, and whenever, children use technology. 

The school will help children to learn about staying safe online, but recognises that the primary 
responsibility for online safety at home lies with parents / carers.  The school will seek to work with 
families to help them to encourage children to adopt safe use of the digital technologies at home. 
 

 Reading the school/setting Acceptable Use Policies, encouraging their children to adhere 

to them, and adhering to them themselves where appropriate. 

 Discussing online safety issues with their children, supporting the school in their online 

safety approaches, and reinforcing appropriate safe online behaviours at home. 

 Role modelling safe and appropriate uses of technology and social media. 

 Identifying changes in behaviour that could indicate that their child is at risk of harm 

online. 



 Seeking help and support from the school, or other appropriate agencies, if they or their 

child encounters online problems or concerns. 

 Contributing to the development of the school/setting online safety policies. 

 Using school systems, such as learning platforms, and other network resources, safely 

and appropriately. 

 Taking responsibility for their own awareness and learning in relation to the 

opportunities and risks posed by new and emerging technologies. 

 

 Online Communication and Safer Use of Technology 

Schools and settings will be using a variety of online communication and collaboration tools both 

informally and formally with children, parents/carers and staff. It will be important that managers 

and leaders are aware of this use and provide clear boundaries and expectations for safe use.  

Managing the school/setting website  

Schools are required to publish certain information online – this means that they must have a 

website.  

 The school will ensure that information posted on the school website meets the 

requirements as identified by the Department for Education (DfE).  

 The contact details on the website will be the school/setting address, email and 

telephone number. Staff or pupils’ personal information will not be published.  

 The head teacher/manager will take overall editorial responsibility for online content 

published and will ensure that information is accurate and appropriate. 

 The website will comply with the school’s guidelines for publications including 

accessibility respect for intellectual property rights, privacy policies and copyright. 

 Email addresses will be published carefully online, to avoid being harvested for spam 

(e.g. by replacing ‘@’ with ‘AT’.) 

 Pupils work will be published with their permission or that of their parents/carers.  

 The administrator account for the school website will be safeguarded with an 

appropriately strong password.  

 The school will post information about safeguarding, including online safety, on the school 

website for members of the community. 

 

 Publishing images and videos online 

 

 Castleside Primary School will ensure that all images and videos shared online are used in 

accordance with the school image use policy.  

 The school/setting will ensure that all use of images and videos take place in accordance 

other policies and procedures including data security, Acceptable Use Policies, Codes of 

Conduct, social media, use of personal devices and mobile phones etc.   



 In line with the image policy, written permission from parents or carers will always be 

obtained before images/videos of pupils are electronically published.  

 

Managing email 

Email is an essential method of communication for staff, parents and children. The implications of 

email use for the school/setting need to be thought through and appropriate safety measures put in 

place. Unregulated email can provide routes to the school/setting community that bypass traditional 

boundaries and therefore use of personal email addresses by staff for any official business should 

not be permitted.   Schools will provide an email address for children, which will be monitored.  

 Pupils may only use school/setting provided email accounts for educational purposes  

 All members of staff are provided with a specific school/setting email address to use for 

any official communication. 

 Access to school /setting email systems will always take place in accordance to data 

protection legislation and in line with other appropriate school/setting policies e.g. 

confidentiality.  

 Members of the community must immediately tell a designated member of staff if they 

receive offensive communication and this will be recorded in the school safeguarding 

files/records. 

  

 


